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NSA’S RELIANCE ON HIGH-PERFORMANCE COMPUTING TECHNOLOGY 

TTSCi. NSA is heavily dependent upon high-performance computing (HPC) 
technology, heretofore known as supercomputing technology, particularly in the area of 
cryptanalysis. HPC is used for fundamental cryptanalytic (CA) mathematical research, 
diagnosis of unknown cryptologies, development of attacks, and daily exploitation for 
SIGINT production. Often, CA efforts which eventually fin d their wav onto apecial-mirnnse 
devices (SPDs), high-performance desktop computers, orl 

h ad their genesis in breakthroughs made on NSA supercomputers. Additionally, 
NSA has a smaller portion of its HPC assets devoted to signals processing and to the 
protection of United States cryptographic systems. 



TSbgGOl As a consequence, NSA has constructed the largest single-site, single- 
mission supercomputer complex in the world. This has allowed the Agency to gain unique 
HPC experience as well as leverage with HPC vendors. A symbiotic relationship has 
evolved over time. NSA shares problems and requirements with HPC vendors; in 
exchange it gets systems that not only meet its needs better but also create improved 
products for the entire range of HPC customers. Indeed, NSA can cite multiple examples 
of supercomputer technology spanning several decades which was designed as a direct 
result of our requests. 
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TfSQ^Of equal importance is technology related to the construction of SPDs. Without 
an extremely close relationship wi th HPC vendors, many of NSA's current (and future) 

SPDs_wouldnothavebeenjjossibleJ^^^^^^^^^^^^^^_^^^^^^^^^^^^^^_^ 



HIGH-PERFORMANCE COMPUTING TECHNOLOGY TRENDS 



Although vector supercomputers have commanded the bulk of the HPC 
marketplace until now, a paradigm shift is under way to massively parallel processor 
(MPP) platforms. MPPs theoretically offer more cost-effective hardware than vector 
systems. Unfortunately they Buffer from the lack of large uniform access memory, from 
high latencies (i.e., distributed processor and memory communication times) and from 
immature operation systems and software support tools. MPPs can outperform vector 
machines by a wide margin for some types of problems. However, across the broad range of 
applications most programmers fall well short of achieving the theoretical peak 
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performance of MPFs. NSA has made extremely effective use of its MPP systems. But it 
has come at the expense of the very best programmer talent, which is a precious resource. 
Furthermore, for some CA users, in particular the highly interactive researchers and 
those working in diagnosis, the characteristics traditional vector supercomputers have to 
offer are still the best fit for the problems. They provide an environment that fosters 
ingenuity and creativity while also providing rapid response to the researcher. 

TP'CCQl The last point on software is multifaceted. Vector supercomputers from Cray 
Research Incorporated (CRI) have well-developed and powerful operating systems and 
tools which are superior to those found on competing machines. NSA has the world's 
largest pool of experience in making use of these platforms. Programmers can spend their 
time concentrating on their difficult mission of cryptanalysis with minimal attention to 
the computing infrastructure. Also, the Agency of course has a large collection of legacy 
software (estimated at close to |3 billion of development effort) which can be easily reused 
on each succeeding generation of vector machines without the timely and expensive task of 
porting that code to a new architecture. 

II rrniHlliq The two largest U.S. vector supercomputer vendors have not neglected 
the technical and market trends. Both CRI and Convex Computer Corporation have 
announced they have introduced their last pure vector supercomputers. Both have MPP 
products available today. Indeed, in CRTs first year they went from 0 percent market 
share to become the world’s leading MPP supplier in terms of revenue. 
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Figure 1 shows the market share for vector supercomputers. Vector 
supercomputers have long been the mainstay of CA processing and, at least at the 
moment, command the bulk of the HPC market for most other applications as well. 
Fortunately for the U.S., CRI is the world leader in this area. Convex is in the number- 
three position; all other vendors with any significant market share are Japanese 
companies. I 

(U) One of NSA’s major concerns in the HPC area is the declining marketplace at the 
high end. Systems costing oyer $10 million have been declining at almost a 50 percent 
rate per year as shown in figure 2, This is due to a number of factors including erosion of 
the lower end of the market by high-performance, reduced instruction set computers 
(RISC), the high research and development costs of HPC in contrast to their small niche in 
the overall computing marketplace, a paradigm shift between vector processors and MPPs, 
increasing computing performance over time for constant dollars, and reduced 
governmental investment in HPC technology. U.S. supercomputer vendors are also under 
pressure from export controls as well as significantly higher research and development 
spending by Japanese HPC multiproduct companies. 



TO P SECRET U M BRA 



2 

f WOf l tlB T A I W r IHPORMA TI OH 



